Under18Shield

1. Introduction

1.1 Purpose

The purpose of this document is to provide comprehensive documentation for the Entertainment
Application, focusing on its key feature - an age verification system for adult content.

1.2 Scope

This document covers the technical and functional aspects of the Entertainment Application, with a
specific focus on the age verification system. It is intended for developers, testers, and stakeholders
involved in the project.

2. System Overview
2.1 Application Description

The Entertainment Application is a streaming platform that offers a wide range of content, including
adult movies. The age verification system ensures that only users above the age of 18 can access and
watch adult content.

2.2 Key Features

o Extensive Content Library
e  User Profiles

e Age Verification System

e Authentication System

e Payment Gateway

o User-Friendly Interface

2.3 Age Verification System

The age verification system uses a pop-up camera to detect the user's age before allowing access to
adult content. If the predicted age is below 18, the user is redirected to the home page.

3. Technical Specifications
3.1 Programming Language
The application is developed using Javascript and Python.

3.2 Frameworks and Libraries

e React
e Redux toolkit
e OpenCV

e Tailwind CSS
e Express js

e Flask

e mongoose




3.3 Database
The application uses MongoDB to store user data and preferences.
3.5 Hardware Requirements

e Front-facing Camera
e  Minimum 1gb and 4gb requirements

4. User Interface
4.1 Home Page

e Featured Content
e Personalized Recommendations
e  User Profile Access

4.2 Movie Selection Page

e Browse Categories
e Search Functionality
e Movie Thumbnails

4.3 Age Verification Popup

e (Camera Activation
e Age Prediction
e  Verification Status

4.4 Payment Gateway Page

e Stripe Integration
e (Card Details form submission

5. Project Workflow

o The age detection and age-restriction mechanism implemented in this movie application
leverage a powerful combination of React for the front end, Node.js for the backend, Flask for
server-side development, and OpenCV for facial recognition.

e On the front end, React provides an intuitive and responsive user interface, seamlessly
integrating the age verification process. Users attempting to access adult content are presented
with a discreet popup, initiating the age detection procedure.

e The backend, powered by Node.js, manages the communication between the React frontend
and the Flask server. Node.js ensures smooth data flow, handling requests and responses

efficiently.




o The Flask server, responsible for age detection, employs OpenCV to analyze facial features
through the device's camera. The OpenCV library, known for its robust computer vision
capabilities, enables the application to estimate the user's age accurately.

e The age detection process is initiated when a user expresses the intent to watch adult content.
The camera opens, captures the user's facial features, and communicates with the Flask server
to estimate the age. If the predicted age is below 18, the user is redirected to the home page,
ensuring that only individuals above the specified age threshold gain access to adult movies.

o This holistic approach not only incorporates cutting-edge technologies but also emphasizes
privacy and security. The use of OpenCV for age estimation adds a layer of sophistication,
while the React-Node-Flask stack ensures a streamlined and responsive application. Together,
these technologies create an engaging and responsible entertainment platform, safeguarding
against underage access to adult content.

6. Conclusion

¢ In conclusion, the Movie Application's age-restriction feature has been successfully
implemented to ensure a secure and age-appropriate viewing experience for users. By
incorporating an innovative age detection system, the application adds an extra layer of
protection, preventing users under the age of 18 from accessing and watching adult content.

o The age verification system, utilizing cutting-edge facial recognition technology, serves as a
robust barrier, promoting responsible content consumption. This feature not only aligns with
legal and ethical considerations but also addresses the concerns of parents and guardians who
seek to control their children's access to age-sensitive material.

o The user workflows, including the age verification popup and redirection to the home page
for underage users, have been seamlessly integrated into the application's user interface.
These interactions are designed to be intuitive, ensuring a smooth and user-friendly
experience while maintaining the integrity of the age verification process.

o The security and privacy aspects of the age detection system have been a top priority
throughout the development process. Strict measures have been implemented to protect user
privacy, with no facial data being stored or shared beyond the verification process. Encryption
protocols and secure data transmission further guarantee the confidentiality of user
information.

e Asthe Movie Application evolves, continuous monitoring and periodic security audits will be
essential to adapt to emerging technologies and address any potential vulnerabilities. User
feedback will be crucial in refining the age verification system, ensuring it remains effective,
accurate, and aligned with user expectations.




In summary, the Movie Application's commitment to responsible content consumption,
coupled with its advanced age verification system, positions it as a leader in providing a safe
and enjoyable entertainment experience for users of all ages. This initiative reflects our
dedication to both innovation and social responsibility within the realm of digital
entertainment.




